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JNNabopaTopHa poboTa. locnifite pu3nkn cBOEl NoBeAIHKU B
IHTepHeTi

Ulini Ta 3apauvi

HocnignTu aii B IHTEpHETI, WO MOXYTb CKOMMpOMeTyBaTu Bally 6e3neky Yn KOHMIAEHUINHICTb.

HosiakoBa iHdopmauis/CueHapin

IHTEpHET - Lie BOpOXe cepenoBuLlE, | BU MOBUHHI BYTY NUITbHUMMK, OO Balli AaHi He 6ynyM CKOMMPOMETOBaHI.
3NoBMUCHMKM KpeaTuBHiI | ByayTb BUKOPUCTOBYBATM Pi3Hi MeToam, Wob obayputn kopuctyeadis. Lis
nabopartopHa poboTa 4ONOMOXe BU3HAYUTM PU3NKM CBOET MOBeAiHKN B IHTEpHETI Ta HagaTy nopagu Woao
6e3ne4yHoro BUKOPUCTaHHS IHTEpHETY.

YacTtuHa 1: 3Hanommmocs 3 npaBuiaMmu HagaHHA nocnyr

BignosiganTe Ha NUTaHHS, HAaBeOEHI HMKYe, YECHO Ta 3BEPHITb yBary, CKinbku 6anie gae KoxHa Bignosigb.
HopanTte BCi 04kKn o 3aransHoro 6any Ta nepengite 40 YacTnHu 2 Ans aHanisy Balloro noBeaiHku B
IHTepHeTi.

a. Akoto iHdopMmaLielo BU ginnuTecsa Ha cantax couianbHUX Mepex?

1)

2)
3)
4)

Bcieto; A noknagatocs Ha coLianbHi Mepexi, Wwob nigTpumyBaTh 3B'A30K 3 ApY3siMn Ta POAMHOM. (3
6anwu)

CTatTi Ta HOBUHW, SIKi 1 3HAXOMKY Uun YnTato (2 6anu)
Lle 3sanexuTb Big TOro YnMm i 3 kum A gintocs. A Bigdinstposyto. (1 6an)

Hiunm. A He BnkopucToByto couianbHi mepexi. (0 6anis)

b. Konu Bu cTBOpHOETE HOBUI OBIIKOBUI 3annC B OHMANH-CNyx0i, Bu:

1)

2)
3)
4)

5)

[MOBTOPHO BMKOPUCTOBYWTE TOW CaMuii Naposib, SIKUA BUKOPUCTOBYETLCS B IHLLMX Cyx0ax, oo
nonerwnTn Noro 3anam'aToByBaHHS. (3 6anu)

CTBOpIOETE NAPOSIb, KU € MaKCMMarbHO NPOCTUM, Wo6 BM Mornu oro 3anam'atatu. (3 6anwm)
CTBOpIOETE AyXKe CKNagHUM naporb i 30epiraete oro B cnyxbi kepyBaHHA naponsamu. (1 6an)

CTBOpPIOETE HOBUIN MNAPOIb, AKUN CXOXUI, ane BiApi3HAETLCS Bif Napons, KM BUKOPUCTOBYETLCS B
iHWin cnyx6i. (1 6an)

CTtBoptoeTe abcontoTHO HOBUI HaAiiHuIM napornk. (0 6anis)

c. Konwu Bu oTpumyeTe enekTpoHHE MOBIAOMMNEHHS 3 NOCUMAHHAMM Ha iHLWi canTu:

1)

2)

3)

4)

Bu He HaTuUCKaeTe Ha MOCUMNaHHSA, TOMY LLO BU HIKONW He NepexoauTe 3a NOCUNaHHAMM, Lo
NPUXOAATb BaM Y eneKkTpoHHMX nosigomneHHsx. (0 6anis)

Bu nepexoauTe 3a nocunaHHsM, TOMY LLO MOLUITOBUIA CEpBEP BXe NPOockaHyBaB Lie NoBiAOMMeHHs. (3
0ann)

Bu nepexogute 3a BciMa nocunaHHAMM, SKLLO NOBIAOMIEHHS HALiMLWIAO Big NOOWHK, SKY BM 3HAETE.
(2 6ann)

Bu HaBoauTe Kypcop MuLi Ha nocunaHHg, wob nepesiputn kiHueBy URL agpecy nepeg tnm sk
HaTucHyTw. (1 6an)

© Cisco and/or its affiliates. All rights reserved. Cisco Confidential CrtopiHka 13 3 www.netacad.com



Na6opaTopHa po6oTa. [locnigitk pu3nkn cBoei noBeAiHkM B IHTepHeTi

d. T[lig yac BigBiayBaHHsA Beb-canTy BigobpaxaeTbCs cnnmBatode BikHO. Y HbOMY FOBOPUTLCS , LLO BaLl
KOMM'loTep 3HAXO4MTbLCA Mif 3arpo3010, | BU NOBMHHI 3aBaHTaXWUTWU Ta BCTAHOBUTU AiarHOCTUYHY
nporpamy, wwob y6esneuntu cein komn'rotep:

1) Bwu HaTuCKaeTe, 3aBaHTaXyeTe Ta BCTAHOBMOETE Nporpamy, Wob 3axmcTutu Baww komn'totep. (3
6anu)

2) Bwu nepeBipsieTe cnnuBatodi BikHa Ta HaBOAUTE KypCcop Ha MOCUIaHHS, Wob nepesipuTun noro
6e3neyHicTb. (3 6ann)

3) IrHopyeTe NoBiAOMIEHHS, NEPEKOHABLUNC, L0 BU HE HATUCM Ha HBOTO, HE 3aBaHTaXyeTe nporpamy
Ta 3akpuBaeTe Beb-cant. (0 6anie)

e. Konwn Bam noTpiGHO BBiNTM Ha BeG-canT CBOET (piHAHCOBOI YCTaHOBM, LLOO BMKOHATU LLOCH, BU:
1) BsoguTte cBoOl peecTpauinHy iHbopMadito HerarHo. (3 6anwu)

2) Bwu nepesipsete URL, wob nepekoHaTtucs, WO Ue 3aknaj, skuin Bam noTtpibeH, nepen BBEAEHHAM
Oyab-akoi iHdopmauii. (0 6anis)

3) Bw He BuKopucTOBY€ETE OHNanH-6aHkiHr abo Byab-aki oHNanH-iHaHcosi nocnyru. (0 6anis)

f.  Bw npountanu npo nporpamy i Bupiwnte cnpodysatu ii. Bu wykaete B IHTepHeTi Ta 3HaxoanTe NpobHy
BEpPCIito Ha HEBIAOMOMY CauTi, BU:

1) HeraiiHo 3aBaHTaXyeTe Ta BCTAHOBIMOETE Nporpamy. (3 6anu)
2) LllykanTe GinbLue iHdopMaLii Npo aBTopa Nporpamu, NepLl Hixx 3aBaHTaxyBaTu 1i. (1 6an)
3) He 3aBaHTaxyeTe Ta He BCTaHOBMOeTe nporpamy. (0 6anis)
g. Bwu sHaxoaguTe USB-cdnewaunck Ha wnsxy o pobotu, Bu:
1) bepeTe 1oro Ta nigknoYaeTe 4o KOMM'lOTepa, Wob nepernsaHyTn noro BMIcT. (3 6ann)

2) bepeTe noro Ta nigkntoyaeTe oo komn'totepa, Wwob cTepTn Moro BMICT nepea BUKOPUCTAHHSAM. (3
6anwu)

3) bBeperTe roro Ta nigkntoyaeTe 4o komn'loTepa, Wob 3anycTUTM aHTUBIPYCHE CKaHYBaHHS, NepLU HixK
NMOBTOPHO BMKOPMCTOBYBATW MOro Ans BnacHux cdannis (3 6ann)

4) He nigHimaete noro. (0 6anis)

h. Bam noTpi6Ho nigkntountnca ao IHTepHeTy, | BU 3Haxoaute BiakpuTy Touky goctyny Wi-Fi. Bu:

1) TigkntodaeTecsa oo Hei Ta kopucTyetecs IHTepHeToMm. (3 6anu)
2) He nigkntodyaeTtecs oo Hel Ta YekaeTe Ha NosiBY HadiMHOro 3'eqHaHHs 3 IHTepHeToMm. (0 Ganis)

3) MigknoyaeTteca oo Hei Ta BctaHoBnoeTe VPN Ha HagiHum cepBep nepen HagcunaHHam 0yab-akoi
iHdpopmauii. (0 6anis)

YacTtuHa 2: NpoaHanisynte cBoro noBeAiHKy B IHTepHeTi

Yum Binblia Bawa cyma 6anis, TM MeHLW 6e3neyHolo € Bawla nosegdiHka B IHTepHeTi. Bawot meToto
nosuHHa 6yTn 100% Ge3neka, AKOi BU 3MOXeTe JOCAITK, 3BepTatoum yBary Ha BCi CBOI il oHnavH. Le ayxe
Ba>XXITMBO, OCKINbKU NuLLEe ogHa NoMurka Moxe NocTaB1TW Nif 3arpo3dy Ball KOMM'IOTEP Ta AaHi.

Hopante 6anu 3 YactnHm 1. 3anuwite ceoto cymy 6anis.

0: Bu gyxe 6e3ne4dHo noBoaute cebe B IHTEepHETI.

0-3: Bu yacTtkoBO 6e3neyHo noBoauTe cede B IHTEPHETI, ane Bce 04HO NOBMHHI TPOXM 3MiHUTU CBOKO
noeefiHKy, W06 BoHa Byna noBHicTio 6e3neyHoto.
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3-17: Bawa noBepgiHka y IHTepHeTi Hebesne4yHa i BM pu3ukyeTe noctasuTtu cebe nia 3arpoay.

18 abo Ginbuwe: Balwa nosegiHka B IHTepHeTy Ayxe HebesneyHa i Bawi AaHi 6yayTb CKOMNIPOMETOBAHI.

Hwxye HaBeOeHo Kinbka BaXnuBmx nopag Wwoao 6e3nekun oHnarH.

Yum BinbLUOO KiNbKICTIO iHGhopMaLii BU ginutecs B couianbHUX Mepexax, TM DinblLue BM SO3BONSETE
3MTOBMMWCHUMKOBI Ai3HaTUCL Npo Bac. Matoum BinbLue 3HaHb NPO Bac, 3rTOBMUCHMK MOXE CTBOPUTHU
HabaraTto GinbL cnpsaAmMoBaHy ataky. Hanpuknag, ko Bu noginurecs 3 cBiToM iHbopMaLieto npo Te, Wwo
B/ Oynun Ha aBTOMOOGINBbHMX NeperoHax, 3TIOBMUCHUK 3MOXe HagicnaTy Bam efleKTPOHHOro NnucTa Bif
iMeHi KOMMaHii, Wo BignoBiganbHa 3a Npogaxy KBUTKIB Ha neperoHn. OCKinbkn B HeLWoaaBHO Oynn Ha
LbOMY 3axofi, MOBiAOMINEHHs1 Oyae Burnsigatv GinbL HaginHUM.

[MoBTOpPHE BUKOPUCTAHHSA NaponiB - Lie noraHa npakTuka. AKWo BM NOBTOPHO BUKOPUCTOBYETE Naporb Y
cnyx6i, Wo 3HaxoAMTbCS Nig KOHTPOMNEM 3ITOBMUCHMKIB, BOHW MOXYTb YCMiLLHO cnpobysaTtu yBinTu nig
BaLLUMM OBMIKOBMM 3annCOM Y iHLWi cnyxo6n.

EneKkTpoHHI NnCcTn MOXYTb Nerko niapodbutu, wob BoHW BUrngganu HagivHo. MigpobneHi enekTpoHHi
NNCTU YacTO MICTATb NOCMMAHHA Ha WKIANMBI canTy abo Wwkignmee nporpamHe 3abesneyeHHs. BisbMiTb
3a NpaBuWmo He HaTUCKaTK Ha BKNadeHHi NOCUNaHHS 3 NUCTIB, OTPUMaHUX €NEeKTPOHHOIO MOLUTOH.

He noromxynTechb Ha BCTAHOBIEHHS HeDa)xaHOro NporpamMHoro 3abeaneyeHHs, 0CobnMBO AKLWO NOro
NPOMOHYITb BaM Ha BeB-CTOpiHUI. [yke ManonMoBipHO, L0 Lsi BE6-CTOpiHKa MaTMMe Ans Bac 3aKOHHE
Ta 6e3neyHe nporpaMHe 3abe3neyeHHs. HacTinHO peKoMeHOYETbLCA 3aKpuTu Bpaysep Ta BUKOpUCTaTH
IHCTPYMEHTM onepauinHoi cucteMu, Wob NnepeBipnTH HasiBHICTb OHOBIEHb.

Lkianuei BeBG-CTOPiIHKM NErKo MOXHa 3p00UTK CXOXKNMU Ha BeO-calT 6aHKy abo ciHaHCOBOI yCTaHOBM.
MepL Hi>xX HaTMCKaTK NnocunaHHA abo HagasaTu Byab-sKy iHpopmauito, ABivi nepesipTe URL-agpecy,
o6 nepekoHaTuCH, O Le npaBunbHa Beb-CTopiHkKa.

Konu B go3BonseTe nporpami 3anyckaTucb Ha BallOMy KOMM'IOTepi, B gaete i 6arato MOXIMBOCTEN.
[obpe nogymanTe nepLl Hixx 3anyckatu nporpamy. [1poBeaiTe HEBENUKE AOCNIAXKEHHS, WO6
nepekoHaTucs, Lo komnaHis abo ocoba, BignosigansHa 3a nporpamy, € CEPNO3HUM Ta 3aKOHHUM
aBTOpPOM. 3aBaHTaXywWTe Lo nporpamy nuiie 3 odiliiHoro Beb-canTy KomnaHii Ym ocobu.

USB-HakonuyyBadi Ta orieLllkyM MiCTATb MiHiaTIOPHWUIA KOHTPONep, Lo A03BONSE KOMN'toTepam 3 HAMU
cninkyeatucs. Lleit KoHTponep MoXHa 3apa3vTu i HaBYUTU BCTAHOBMOBATU LLUKIAMMBE NpPOrpamMmHe
3abe3neveHHst Ha komn'toTep. OCKINbKK LWKIANUBE NporpamMmHe 3abe3nevyeHHsi po3MilLlyeTbCs
6e3nocepenHbo B KOoHTponepi USB, a He B obnacTi gaHux, To BUAanNeHHst gaHnx abo aHTuBIpycHe
CKaHyBaHHs1 He BUSIBUTb 31TOBMUCHE NporpaMHe 3abesneyeHHs.

3noBMUCHUKM YacTo po3ropTatoTb nigpobneHi Todukn goctyny Wi-Fi, wob 3amaHnTn kopucTyBadis.
Ockinbku aTakytoumin Mae JOCTyn A0 BCiei iHdopmalLii, nepegaHoi Yepes CKOMNPOMETOBAHY TOUKY
AOCTyny, KOPMCTYyBaYi, NiAKNOYEHi 40 L€l TOYKM 4OCTyNY, NiggarTbCca pu3nky. Hikonu He
BUKopuctoBynTe Hesigomi Touku Wi-Fi, He wndpyroun Tpadik Yepes VPN. Hikonun He nepenasanTte
KOHDiAEHUiNHI AaHi, Taki 5K HOMepU KpeauTHUX KapToK, Nid Yac BUKOPUCTaHHS HEBIAOMOI Mepexi
(opoTtoBa abo 6e3gpoToBa).

MipkyBaHHS

lMpoaHanizyBaBLUM CBO NOBEAIHKY B IHTEpHETI, AKi 3MiHM BK 6 3pobunu, wob 3axmcTtut cedbe B IHTEpHETI?
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